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1. The WRDS site will

prompt you to Verify Please complete enroliment in WRDS 2FA by Duo before continuing to use WRDS.
your email. Click the

Please click here ]
button to beei You have not yet enrolled in WRDS 2FA by Duo.
ULLON:t/DEEIN: Please see below for instructions to begin enroliment

1.wros misEzR%n | WRDS Two-Factor Authentication
TEAR R TR, T
F“Please click here” F- Enrollment Status

yl‘:l\ —jﬂﬁﬁEo HEEERV T L -3 to receive an email with instructions to begin WRDS 2FA.

WRDS Two-Factor Authentication by Duo Security is required for your account.

Hello,
2. Access the email

account that is
associated with your

WRDS account and
click the link to verify. WRDS has partnered with Duo Security, recognized as an industry standard, and

Welcome to WRDS Two-Factor Authentication by Duo Security. To complete your
enroliment please visit:

designed to be a simple and secure method for enhancing security.

Z.ﬂ }\'_5 @E’\] WRDS m'[ﬁ F' To learn more about WRDS 2FA by Duo, please see our FAQ for Two-Factor
*E ;QEI‘] EE, ¥m|3 14:% F , Authentication (2FA) by Duo Security: https://wrds-www.wharton.upenn.edu/duo-faq.
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1. Login to your account by using your WRDS &
username and password. The Duo Mobile welcome

ISR ARRR o & Fassn b wRDS T2,
Duo Mobile FI¥iB 5T H G H IR .
Welcome to

2. Click the Next button. o
5 “ ” uo
2. “Next”, Security

Let's set up an account to protect your identity.

Next

&

Select an option

3. Select the recommended Duo Mobile option to

continue.
You'll use this to log in with Duo. You can add
Y H > N

3.@&*&%% Duo MOblle ﬁm l‘xg& < O another option later.
@ Duo Mobile Recommended \
Get a notification or code on your device
2 Phone number \
0 Get a toxt message %



4.

Enter your phone number.

ANEHFISE.

Click the Add phone number button; verify your
phone number to continue.

5. i “Add phone number”; ISF#RAYH IES D | 4k
&,

The Download Duo Mobile screen will appear. If you
have not already done so, download the Duo Mobile
app to your smartphone.

6. T % Duo Mobile TTE#iE%k. IMREXZE TH

Duo Mobile, FMEMNEEFH L TEH.
Click Next.

7.5 3“Next”,

< Back

Enter your phone number

You'll get codes from Duo at this number to use

when you log in.

Country code Phone number

o+t 201-555-5555

Example: "201-555-5555"

This is a landline phone

Add phone number

< Back
Download Duo Mobile

On your mobile device, download the app from
the App Store or G le Play.

(= ]

Next



A QR code screen will appear. Open the Duo Mobile < Back
app on your smartphone. In the app, click Add + and
select to Use QR Code.

Scan this code in Duo Mobile

In the app, select Use QR code to scan,

Use your phone to scan the QR code. (Duo Mobile
must have access to your camera.)

STHLEHA— N4, EENERFVLITH

Duo Mobile F iTEfF. EIZRAS, =i “Add+”, &

JGiZFE“Use QR Code”, AR REFIAM SR
(Duo Mobile FEij 8] FEAYFEYLAIINER) .

Get an activation link instead

Phone setup is complete! Return to the WRDS
website to log in for the first time using your %

smartphone. Setup completed

9.FHIRETM. IRE WRDS Muf, EREHNEET
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1. ERZRYESEEFHFN Duo Mobile &3 WRDS

10. Log in to the WRDS site. Duo Mobile will send your %
phone a push notification. cﬁeck o R DG PER
10. &3k WRDS Mk, Duo Mobile 45 # a9 F A HEE Vil i you byepproving ihe nodioation::
—XEEEE

Sent to “IOS" (seeaees 9450)

11. Open the Duo app on your phone. The app asks you
to verify it is you by checking the green checkmark
on your phone. (

11.FEZHFHLLEFTHF Duo KA. ZNRAEFERER
HieELSFI LNFEREFCREIESERANR
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Other options

. IR, ESERENR Duo N FH B RHKIER
WMAZIMTIH, %

12. If you click the Yes, trust browser button you will not )
need to log in as often from this browser.

Trust this browser?

You won't need to log in as often from this

12. 40 BB #% &5 $5“Yes, trust browser”, S EELE M ey
AR S BBAET . ,
You should now be logged in to WRDS.
13. 87 R 1% B 2 pk T & fk WRDS., Yes, trust browser
No, do not trust browser
iclZigs

WNREFEFEERAVEM, HERATNEEEFIEREAY IP #iFEs WRDS, HERBREZR
cookies, EFBEICER 30K, 30 Kf5, BRREEMAIL.
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*  Click the Other options link to choose a different
verification method for your phone, or to manage %

your devices. Check for a Duo Push

Verify it's you by approving the notification...
R ii“Other Options“iEF—FAREHIRIETT
%, HEREMNEE.

Sont 10 "HOS™ (ses.ee+.0450)

( v
Other options

Other Options:

* If you followed the instructions above, Duo Push will Other options to log in
be selected by default.

Duo Push

*  Switching to Duo Mobile Passcode enables you to 0 sendt0705" (woen0450)
enter a verification code from the Duo Mobile app
Duo Mobile passcode
On you r phone' 22 Enter a code from the Duo Mobile app

* Switching to Text Message passcode will send a text
Text message passcode
passcode to your phone. B Send107108" (rm450)

* Bypass code is not available from your IT help. This
option is only obtainable by contacting WRDS
Support—and only to be used for emergencies.

Bypass code

123
— Enter a code from your IT help desk

Manage devices
Add a phone, Touch ID, and more.

* The Manage devices option allows you to add, B v s
delete, or rename your authentication devices.

HAthz i :

o MREZRBLEEMIET, BRIASEFRE Duo Push,

o PJ#:Z| Duo Mobile passcode {E#EEEME N FH1 LAY Duo #EIN AR P ALIER.
o 1J#Z| Text messaging passcode & & IXIIFFEE| A FH.

e Bypasscode HEIFAEM. XMETRAFEESER TRIEKFE WRDS Support .,
e Manage devices I T 7M. MR, REGAENEIFRE.
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INREIREEREFI, BPATLUBETIRRE "BiESHY "IEIE Duo i, EeTLUE—
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1. Select the Phone number option to receive
either a text message to your cell phone, or an %zg

automated phone call to a landline phone. i
Select an option

You'll use this to log in with Duo. You can add

another option later.

Duo Mobile Recommended

Get a notification or code on your device

1.3%&#F“Phone number”, PUZEREEEIER
FH, XEHITBIEEIEELIE.

D\\ Phone number 3
Get a text message
< Back
2. IR EECEERIE, FEFEEBRIER Enter your phone number
iﬁﬂi o ju %f@ﬂ'ﬂiﬁ%ﬂ Lx#%w%E{% ’ i%;l%'ﬂ:t You'll get codes from Duo at this number to use
Eiﬁﬁg gﬂz . when you log in.
Country code Phone number
2. |Ifthe device is a landline phone, select the - 201-555-5555

landline phone checkbox. If your device can
. . Example: *201-555-5555"
receive text messages, leave this checkboX el e e

blank.
Add phone number

3. Click the Add phone number button.

3.2 #“Add phone number”,
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SSH (Z£5hEiY) BT &R WRDS minF s, Emi@id SSH 48 WRDS, B
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) . &FREM Duo WEINEA=IH @I SSH &% wrds-
cloud.wharton.upenn.edu, R&iEIRE]"{E4150)" 17,
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1. BceRISmTIRE IS Duo WEIAIEIRE: How to Log In to WRDS
Using Two-Factor Authentication.
TasanlEREies, BEERiETaEM. B2aEEREEIERBRI SRR

HE]ET.

2. EZRIfER SSH B, BERFETS:
wrds-cloud-sshkey.wharton.upenn.edu
EERAPEEEESR SSH, #EFRENBSAE:

wrds-cloud.wharton.upenn.edu

3. MARAPEERERE, AAEEKNSEALLR (ERSREFIMTRE—R) , &
HRBIESIBME (BETLRA) ¢

Duo two-factor login for [your username]
Enter a passcode or select one of the following options:

1. Duo Push to XXX-XXX-XXXX
2. SMS passcodes to XXX-XXX- XXXX

Passcode or option (1-2): l



https://wrds-www.wharton.upenn.edu/pages/about/log-in-to-wrds-using-two-factor-authentication/
https://wrds-www.wharton.upenn.edu/pages/about/log-in-to-wrds-using-two-factor-authentication/
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2. BA"1": 2 Duo HEXIEH], IRERBULEI UNIX R AERIEK, HIF
Duo Mobile N FEHEASRIRTER

3. BIAN"2": REUSEMIERE, IS SMS WIFBRIEE, MAGRTHRER

INREAE Duo #HEXER, BIEEIRFIRERREHE Duo Mobile N FARYERIIN
PR, FEREHEIAIREIERRIZIBER Wi-Fi BGREsIME,

10



IREER

EEREH Duo IRE, IBA—TARWICERNIRE LER, FkR "HARI", mASY%
FEFR, MREKERMICERRE, BIUSHEN SRS LERRSEI. NRELTE
ERIXAMIII0, BEAER WRDS 325,

1. Instead of checking for a duo push notification, %
Select the Other options link. Checkf6i Do Pusk

Verify it's you by approving the notification...

iﬁ&“Other Options" o SONL 10 HOS" (sssmsees 9450)

(-=

Other options

Other options to log in

Duo Push N
Send 10 TIOS” (sesassed 9450)

(9

2. Select Manage devices to continue. You will be
asked to verify your identity. tae; (DU ORSe presoode >

o Enter a code from the Duo Mobile app

Text message passcode 5
@ Send 10 “IOS" (sss-eee- 9450)

% FE“Manage devices” [ALKLEE, FIGH
ZREN S5 .

Bypass code N

aae Enter a code from your IT help desk

Manage devices 5
Add a phone, Touch 1D, and more

(@ First you'll verify your identity.

3. After you verify your identity, the Duo

Manage Devices screen appears. This ios & Edit Add a device

iS Where you go to rename, add, and Log in faster with Touch 1D, Duo Push,
3 -~ and more

delete devices. -]

HEERIEENEHNE, SHI

Duo ERREHRER. HIHR

E ’ @EILXEHAH N 5%1]!1 *ﬂﬂﬂﬂ Apple iPhone 12
Bﬁiﬁ%o | have a new phone
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NIRRT AR (S/FB1& M Duo, (BITETGAIERRL, 1BEKR WRDS AR HF:

https://wrds-www.wharton.upenn.edu/contact-support/
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https://wrds-www.wharton.upenn.edu/contact-support/
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BITRI R E R TER FIREAM. WIFIREL, 1BEAER WRDS ARSI

https://wrds-www.wharton.upenn.edu/contact-support/

BRI R3SUFEKRE, @R WRDS IKF4BERIERAE.
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https://help.duo.com/s/article/2094?language=en_US
https://wrds-www.wharton.upenn.edu/contact-support/
https://wrds-www.wharton.upenn.edu/contact-support/
https://wrds-www.wharton.upenn.edu/contact-support/
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525 WRDS 4 Duo WEIAE#E MIEHRE(FAQ): FAQ
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https://wrds-www.wharton.upenn.edu/contact-support/
https://wrds-www.wharton.upenn.edu/pages/about/wrds-faqs/faq-for-two-factor-authentication/

