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1. The WRDS site will
prompt you to verify
your email. Click the

Please click here i
bittohte beat You have not yet enrolled in WRDS 2FA by Duo.
MRS p S Please see below for instructions to begin enroliment

wwros masszsdan | VWWRDS Two-Factor Authentication

5B FHR I, 1B
+«please click here” .\ ENrollment Status

ﬁlfl\ %IIE ° [2{EEERO [T 3 11l to receive an email with instructions to begin WRDS 2FA.

WRDS Two-Factor Authentication by Duo Security is required for your account.

Please complete enroliment in WRDS 2FA by Duo before continuing to use WRDS.

Hello,
2. Access the email

account that is
associated with your

WRDS account and
click the link to verify. WRDS has partnered with Duo Security, recognized as an industry standard, and
designed to be a simple and secure method for enhancing security.

Welcome to WRDS Two-Factor Authentication by Duo Security. To complete your
enroliment please visit: _ .. . o

2. ﬁ )\ la'u EI] WRDS m.k F' To learn more about WRDS 2FA by Duo, please see our FAQ for Two-Factor
Authentication (2FA) by Duo Security: hitps://wrds-www.wharton.upenn.edu/duo-faq.
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1. Login to your account by using your WRDS %
username and password. The Duo Mobile welcome
screen will appear.
1. A/ WRDS i P B RS 5 f WRDS K-S, \_ |=/

Duo Mobile FY¥iB SR E W H I . Welcome to

2. Click the Next button.
Duo

2.5 “Next”, Security

Let's set up an account to protect your identity.

Next
3. Select the recommended Duo Mobile option to ‘ ~ :
continue Select an option
You'll use this to log in with Duo. You can add
3.%&?&%% DUO MObiIe iﬁlﬁ [/Xé&ﬁo another option later,
Duo Mobile Recommended 5
Get a notification or code on your device
N Ph b
U} icaiamennsss >
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6.

Enter your phone number.
AN BT S,

Click the Add phone number button; verify your
phone number to continue.

5. d7“Add phone number”; BRI IES D IA4E
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The Download Duo Mobile screen will appear. If you
have not already done so, download the Duo Mobile
app to your smartphone.

6. % Duo Mobile TTE K E %K. MREERF TH

Duo Mobile, MR EEFH LT,
Click Next.

7.5 FH“Next”,

< Back

Enter your phone number
You'll get codes from Due at this number to use

when you log in.

Country code Phone number

1 201-5335-5555

Example: “201-555-5555"

This is a landline phone

Add phone number

< Back

Download Duo Mobile

Omn your mobile device, download the app from

the App Store or Google Flay.
=-_-c_‘

MNext




A QR code screen will appear. Open the Duo Mobile < Back
app on your smartphone. In the app, click Add + and
select to Use QR Code.

Scan this code in Duo Mobile

In the app, select Use QR code to scan,

Use your phone to scan the QR code. (Duo Mobile
must have access to your camera.)

STHLEEHA—N"4E., EENERETFILITH

Duo Mobile f Ffefr. EIZNAH, =i “Add+”, &

J5#%3E“Use QR Code” ., FIEAYE REFHIH — 4412
(Duo Mobile FEij[al FEAYAEYLAIINER) .

Get an activation link instead

Phone setup is complete! Return to the WRDS
website to log in for the first time using your %

smartphone. Setup completed
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10. Log in to the WRDS site. Duo Mobile will send your
phone a push notification.
10.F IR BE5ERL. 1EE WRDS Muf, ERGHNERT

MEREER.
11. Open the Duo app on your phone. The app asks you

to verify it is you by checking the green checkmark
on your phone.

1FEHENFYLLITH Duo KA. RN ARFERER
HieELSFI ENRERERCREIEERE.

12. If you click the Yes, trust browser button you will not

need to log in as often from this browser.
1290 R & = 5 “Yes, trust browser” B A FEZE M

X AN P HE S B )
You should now be logged in to WRDS.
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Check for a Duo Push

Verify it's you by approving the noftification. ..

Sent 10 “HOS" (reewven 9450)

&

Trust this browser?

You won't need to log in as often from this

browser.

Yes, trust browser

No, do not trust browser
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1. Select the Phone number option to receive
either a text message to your cell phone, or an %’f

automated phone call to a landline phone. )
Select an option

You'll use this to log in with Duo. You can add

another option later

Duo Mobile Recommended
@  Get a notification or code on your device

1.3E$F“Phone number”, MIZEWBEEEIEHN
FH, ANFTHIEIEEEIE.

D\\ Phone number 5
Get a text message
< Back
2. MR EECEERIE, BEFEEEBRIER Enter your phone number
ii*E o jﬂ %/@ E"]iﬁ%ﬂ- [‘x#%’&ﬁ{%- ’ i%’l%ltk You'll get codes from Duo at this number to use
Eﬁﬁ_*ﬁ % g—-z . when you log in.
Country code Phone number
2. Ifthe device is a landline phone, select the - 201-555-5555

landline phone checkbox. If your device can
receive text messages, leave this checkboX ey
blank.

Example: “201-555-5555"

This is a landline phone

Add phone number

3. Click the Add phone number button.

3.2 #7“Add phone number”,
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*  Click the Other options link to choose a different
verification method for your phone, or to manage %

your devices. Check for a Duo Push

Verify it's you by approving the notification...
R ii“Other Options“ K iEF—FA E R E
7k, HEBRENRE.

Sent 10 “HOS™ (ses.ee.9450)

Other options

Other Options:

* If you followed the instructions above, Duo Push will Other options to log in
be selected by default.

Duo Push

*  Switching to Duo Mobile Passcode enables you to 07 Sendto 08" (men9450)
enter a verification code from the Duo Mobile app
Duo Mobile passcode
On your phone- lzi Enter a code from the Duo Mobile app

*  Switching to Text Message passcode will send a text
passcode to your phone.

@ Text message passcode
Send 10 TOS” (ssseer+.0450)

*  Bypass code is not available from your IT help. This
option is only obtainable by contacting WRDS
Support—and only to be used for emergencies.

Bypass code

123
S Enter a code from your IT help desk

Manage devices
Add a phone, Touch ID, and more.

* The Manage devices option allows you to add, SO0 sy i
delete, or rename your authentication devices.
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o 1J#:%] Duo Mobile passcode {FE &GS N F 41 L 19 Duo Bz AREF S
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« Bypass code HAIFEM., XMMTABEE MR TEILBR WRDS
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1. Instead of checking for a duo push notification, %
Select the Other options link. Chstkfora D Push

Verify il's you by approving the netification...

S0 10 HOS" (sererer.GA50)

% FE“Other Options”, =
( 2

Other oplions

Other options to log in

s Duo Push 3
O semawsios [reranes8450)

2. Select Manage devices to continue. You will be
asked to verify your identity. gag, (USMOREs pRetcode )

— Enter a coda from the Duo Mobile app

@ Text message passcode 3
Sand 1o “HOS" {ree-ses-0450)

iﬁ&“ Manage deVices” Lxg%ﬁ ° /@;I%wg * i :rly|P|'|=cjd::::w| IT halp dosk ’
BXENSH.
- Manage devices 3

Add a phone, Touch 1D, and more

(@ First you'll verify your identity.

3. After you verify your identity, the Duo

Manage Devices screen appears. This ios & Edi Add a device

is where you go to rename, add, and Log in faster with Touch 10, Duo Push,
N - and more

delete devices. e
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